
  

PartnerHelper LLC  

  

ATTN: Drummond Group, LLC  

155 Fleet Street  

Portsmouth, NH 03801  

  

06/24/2022  
PartnerHelper LLC  

DoctorHelper V3   

  

To Drummond Group:  

  

The Mandatory Disclosure statement of costs and any additional transparency information for our certified 

product(s) is attached to this letter and will be posted along with the required product information on our website 

here:   

  

https://www.doctorhelper.com/mandatory-disclosure 

 

*Note: Your URL must include both the attached mandatory disclosure information and all bullets 

referenced in the Product Information section of this Mandatory Disclosures Instructions page.   

  

We agree to notify Drummond Group of any and all future changes to our transparency and disclosures language for 

this certified product-version.   

  

We understand and agree that the ONC Health IT Certification Program Final Rule statement gives Drummond Group, 

as an ONCACB, the sole responsibility for ensuring compliance and determining appropriate consequences if EHR 

technology developers fail to divulge accurate transparency and disclosures information.  

  

We understand and agree that we will provide to Drummond Group copies of or give access to any and all websites, 

marketing materials, communication statements, and other assertions made by your organization regarding the ONC 

certification status of this product in a reasonable time to ensure the transparency and disclosures information is 

being accurately disclosed.  

 

 

 

 

 

 

 

 

  

  

Authorized Senior Company Representative 

Claudio Jaramillo  

CEO  

https://www.doctorhelper.com/mandatory-disclosure


Product Criteria Capability Description of Capability Cost or Fees 

DoctorHelper® § 170.315(a)(1) 

Computarized 

provider order 

entry (CPOE)- 

Medications 

Refers to the process of providers 

entering and sending treatment 

instructions – including 

medication orders – via a 

computer application rather than 

paper, fax, or telephone. This 

process helps to:  

- Reduce error and improve 

patient safety. 

- Improve efficiency. 

- Improve reimbursements. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(a)(2) 

Computarized 

provider order 

entry (CPOE)- 

Laboratory 

Refers to the process of providers 

entering and sending treatment 

instructions – including laboratory 

orders – via a computer 

application rather than paper, 

fax, or telephone. This process 

helps to:  

- Reduce error and improve 

patient safety. 

- Improve efficiency. 

- Improve reimbursements. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(a)(3) 

Computarized 

provider order 

entry (CPOE)- 

Radiology 

Refers to the process of providers 

entering and sending treatment 

instructions – including radiology 

orders – via a computer 

application rather than paper, 

fax, or telephone. This process 

helps to:  

- Reduce error and improve 

patient safety. 

- Improve efficiency. 

- Improve reimbursements. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(a)(5) Demographics 

Refers to the process of providers 

or users to record, change and 

access patient demographic data 

including: 

- Race. 

- Ethnicity. 

- Preferred Language. 

- Sex. 

- Sexual orientation. 

- Gender identity. 

- Date of birth. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® 
§ 

170.315(a)(12) 

Family Health 

History 

Refers to the process to enable the 

user to record, change and access 

a patient's family health history in 

Included with  

DoctorHelper® 

Licenses 



accordance with the familial 

concepts or expressions. 

DoctorHelper® 
§ 

170.315(a)(14) 

Implantable 

Device List 

Refers to the process which 

allows the user to:  

-Record Unique Device Identifiers 

associated with a patient's 

Implantable Devices. 

- Parse the identifiers from a 

Unique Device Identifier: Device 

Identifier and Identifiers that 

compose the Production 

Identifier. 

- Obtain and associate with each 

Unique Device Identifier: A 

description of the implantable 

device referenced and the Global 

Unique Device Identification 

Database attributes. 

- Display to a user an implantable 

device list consisting of: The 

active Unique Device Identifiers 

recorded for the patient, for each 

active Unique Device Identifier 

recorded for a patient, the 

description of the implantable 

device and A method to access all 

Unique Device Identifiers 

recorded for a patient. 

- For each Unique Device 

Identifier recorded for a patient, 

enable a user to access: For each 

Unique Device Identifier recorded 

for a patient, enable a user to 

access, the description of the 

implantable, the identifiers 

associated with the Unique 

Device Identifier, the attributes 

associated with the Unique 

Device Identifier. 

- Enable a user to change the 

status of a Unique Device 

Identifier recorded for a patient. 

Included with  

DoctorHelper® 

Licenses 



DoctorHelper® § 170.315(d)(1) 

Authentication, 

Access Control, 

Authorization 

Refers to the process which allows 

the user to:  

- Verify against a unique 

identifier(s) (e.g., username or 

number) that a user seeking 

access to electronic health 

information is the one claimed. 

- Establish the type of access to 

electronic health information a 

user is permitted, and the actions 

the user is permitted to perform 

with the technology. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® 
§ 

170.315(d)(2)c 

Auditable Events 

and Tamper-

Resistance (Cures 

Update) 

Refers to the process which allows 

the user to record actions and the 

Technology must be able to: 

- Record actions related to 

electronic health information in 

accordance with the standard. 

- Record the audit log status 

(enabled or disabled) in 

accordance with the standard 

unless it cannot be disabled by any 

user. 

- Record the encryption status 

(enabled or disabled) of electronic 

health information locally stored 

on end-user devices by technology 

in accordance with the standard 

unless the technology prevents 

electronic health information 

from being locally stored on end-

user devices. 

- Default setting. Technology must 

be set by default to perform the 

capabilities. 

- When disabling the audit log is 

permitted. For each capability  

that technology permits to be 

disabled, the ability to do so must 

be restricted to a limited set of 

users. 

- Audit log protection. Actions and 

statuses recorded must not be 

capable of being changed, 

overwritten, or deleted by the 

technology. 

- Detection. Technology must be 

able to detect whether the audit 

log has been altered. 

Included with  

DoctorHelper® 

Licenses 



DoctorHelper® 
§ 

170.315(d)(3)c 

Audit Report(s) 

(Cures Update) 

Refers to the process which allows 

to enable a user to create an audit 

report for a specific time period 

and to sort entries in the audit log 

according to each of the data 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(d)(4) Amendments 

Refers to the process which allows 

to enable a user to select the 

record affected by a patient's 

request for amendment and 

perform the capabilities: 

- Accepted amendment. For an 

accepted amendment, append the 

amendment to the affected 

record or include a link that 

indicates the amendment's 

location. 

- Denied amendment. For a denied 

amendment, at a minimum, 

append the request and denial of 

the request in at least one of the 

following ways: To the affected 

record and Include a link that 

indicates this information's 

location. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(d)(5) Automatic Log-off 

Refers to the process that 

automatically stops user access to 

health information after a 

predetermined period of inactivity 

and requires user authentication 

in order to resume or regain the 

access that was stopped. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(d)(6) Emergency Access 

Refers to the process that permits 

an identified set of users to access 

electronic health information 

during an emergency. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(d)(7) 
End-user Device 

Encryption 

Refers to the process that: 

- Technology that is designed to 

locally store electronic health 

information on end-user devices 

must encrypt the electronic health 

information stored on such 

devices after use of the 

technology on those devices 

stops: Electronic health 

information that is stored must be 

encrypted in accordance with the 

standard and Default setting. 

Technology must be set by default 

Included with  

DoctorHelper® 

Licenses 



to perform this capability and, 

unless this configuration cannot 

be disabled by any user, the ability 

to change the configuration must 

be restricted to a limited set of 

identified users. 

- Technology is designed to 

prevent electronic health 

information from being locally 

stored on end-user devices after 

use of the technology on those 

devices stops. 

DoctorHelper® § 170.315(d)(8) Integrity 

Refers to the process that: 

- Create a message digest in 

accordance with the standard. 

- Verify in accordance with the 

standard upon receipt of 

electronically exchanging health 

information that such information 

has not been altered. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(d)(9) 
Trusted 

Connection 

Refers to the process that 

establish a trusted connection 

using one of the following 

methods: 

- Message-level. Encrypt and 

integrity protect message 

contents in accordance with the 

standards. 

- Transport-level. Use a trusted 

connection in accordance with the 

standards. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® 
§ 

170.315(d)(12)c 

Encrypt 

Authentication 

Credentials 

Refers to the process in which 

developers must make one of the 

following attestations and may 

provide the specified 

accompanying information, where 

applicable: 

- Yes – the Health IT Module 

encrypts stored authentication 

credentials in accordance with 

standards. 

Included with  

DoctorHelper® 

Licenses 



DoctorHelper® 
§ 

170.315(d)(13)c 

Multi-Factor 

Authentication 

Refers to the process in which 

Health IT developers must make 

one of the following attestations 

and, as applicable, provide the 

specified accompanying 

information: 

- Yes – the Health IT Module 

supports the authentication, 

through multiple elements, of the 

user’s identity with the use of 

industry-recognized standards. 

When attesting “yes,” the health 

IT developer must describe the 

use cases supported. 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(g)(3) 
Safety-enhanced 

Design 

Refers to the process that: 

- User-centered design processes 

must be applied to each capability 

technology includes that is 

specified for some certification 

criteria. 

- Number of test participants. A 

minimum of 10 test participants 

must be used for the testing of 

each capability. 

- Submit on the user-centered 

design processed used: 

Name, description and citation 

(URL and/or publication citation) 

for an industry or federal 

government standard. 

-  Information/sections from 

NISTIR 7742 must be submitted 

for each capability to which user-

centered design processes were 

applied 

- Submit test scenarios used in 

summative usability testing. 

Included with  

DoctorHelper® 

Licenses 



DoctorHelper® § 170.315(g)(4) 

Quality 

Management 

System 

Refers to the process that: 

- For each capability that a 

technology includes and for which 

that capability's certification is 

sought, the use of a Quality 

Management System (QMS) in the 

development, testing, 

implementation, and 

maintenance of that capability 

must be identified that satisfies 

one of the following ways: The 

QMS used is established by the 

Federal government or a 

standards developing organization 

or The QMS used is mapped to one 

or more QMS established by the 

Federal government or standards 

developing organization(s). 

Included with  

DoctorHelper® 

Licenses 

DoctorHelper® § 170.315(g)(5) 
Accessibility-

centered Design 

Refers to the process in which for 

each capability that a Health IT 

Module includes and for which 

that capability's certification is 

sought, the use of a health IT 

accessibility-centered design 

standard or law in the 

development, testing, 

implementation and maintenance 

of that capability must be 

identified. 

Included with  

Doctor Helper® 

Licenses 

All the information related with the description of capability was taken from the HealthIT website: 

https://www.healthit.gov/ 

 


